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Tonight’s Topics

• Managing app-sprawl on iOS with App Folders 

• Apple’s recent iOS & OS X Updates 

• iCloud & Dropbox: Why you probably want both 

• “It’s Only Metadata!”



We Are Now Taking Requests!

• Do you have an idea for a Cove Apple Club topic you’d like to see 
presented? 

• Shoot us an email at info@coveappleclub.com and we’ll do our 
best to add it to the agenda for our next meeting!



Managing App Sprawl



This Week’s OS Updates

• Apple pushed out iOS 7.0.6 on Friday, and OS X 10.9.2 last night 

• Both contained numerous bug fixes, some new features (in OS X), 
and a major bug fix to how secure connections were handled in 
Safari 

• This has become known in the past week as the “gotofail” 
vulnerability



gotofail code snippet
static OSStatus!
SSLVerifySignedServerKeyExchange(SSLContext *ctx, bool isRsa, SSLBuffer 
signedParams,!
                                 uint8_t *signature, UInt16 signatureLen)!
{!
! OSStatus        err;!
! ...!
!
! if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0)!
! ! goto fail;!
! if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)!
! ! goto fail;!
! ! goto fail;!
! if ((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0)!
! ! goto fail;!
! ...!
!
fail:!
! SSLFreeBuffer(&signedHashes);!
! SSLFreeBuffer(&hashCtx);!
! return err;!
}

source: Apple developer documentation



{!
! OSStatus        err;!
! ...!
!

! if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0)!
! ! goto fail;!
! if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)!
! ! goto fail;!
! ! goto fail;!
! if ((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0)!
! ! goto fail;!
! ...!
!

fail:!
! SSLFreeBuffer(&signedHashes);!
! SSLFreeBuffer(&hashCtx);!
! return err;!
} source: Apple developer documentation



{!
! OSStatus        err;!
! ...!
!

! if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom)) != 0)!
! ! goto fail;!
! if ((err = SSLHashSHA1.update(&hashCtx, &signedParams)) != 0)!
! ! goto fail;!
! ! goto fail;!
! if ((err = SSLHashSHA1.final(&hashCtx, &hashOut)) != 0)!
! ! goto fail;!
! ...!
!

fail:!
! SSLFreeBuffer(&signedHashes);!
! SSLFreeBuffer(&hashCtx);!
! return err;!
} source: Apple developer documentation

Error!!
This line of code will always execute!
SSL verification will always succeed



Net Result

• An attacker with specialized tools and knowledge, in a privileged 
network position, could intercept network connections that passed 
TLS/SSL authentication when connecting to a secure site 

• This vulnerability is theoretical only; no known attacks in the wild 
have been reported that exploit this vulnerability 

• With the recent iOS and OS X updates, the vulnerability is fixed



Proof of concept: unpatched Safari

source: gotofail.com, 
Safari in OS X 10.9.1, 

2/24/14



Proof of concept: Firefox

source: gotofail.com, 
Firefox 28.0 in OS X 

10.9.1, 2/24/14



Proof of concept: patched Safari

source: gotofail.com, 
Safari in OS X 10.9.2, 

2/25/14



Proof of concept: patched iOS

source: gotofail.com, 
Safari in iOS 7.0.6, 

2/25/14



gotofail Fix Timeline
• Apple has been testing 10.9.2 for at least six weeks; probably 

testing iOS 7.0.6 about as long or longer 

• gotofail bug had not been disclosed anywhere until early last week 

• By that time, Apple had pushed out two release candidate versions 
of 10.9.2, for which I am an AppleSeed Beta Tester 

• Pushing out an update for a running OS to hundreds of millions of 
devices in dozens of languages is not a trivial matter



gotofail Fix Theories
• This bug did not exist in 10.9.0, or in iOS 6.0-7.0 

• Experts seem to agree that this was an honest mistake (fixed by 
adding a single curly brace “{“) in a codebase exceeding 
100,000,000 lines of code 

• Apple does not credit an outside researcher for surfacing this bug, as 
they routinely do for other security fixes 

• Some believe the bug was surfaced when Apple engineers reviewed 
their code after looking at the slides about NSA surveillance leaked 
by Edward Snowden



Meanwhile, on the Dark Side:
• Hundreds of millions of Windows 

users running Internet Explorer 9 or 
10 are subject to a real-world attack 
propagating in the wild 

• "If the attack is successful, the exploit 
drops a banking Trojan that steals 
login details from certain banks," the 
Symantec researchers said. 

• Unpatched since 2/13/14
source: itworld.com  

2/26/14



iCloud & Dropbox
Life among the clouds



What is a “cloud”?

• A “Cloud” is a server sitting in a datacenter… 

• …that sends, receives, stores, computes or monitors data 

• More typically, a cloud is a cluster of replicated servers sitting in 
separate, redundant, geographically distant data centers 

• Many of our iOS and Mac OS services are cloud-based, cloud-
enabled, or augmented by cloud computing & storage



Leading Cloud Providers
• Apple: proprietary cloud to support Apple customers only 

• Amazon Web Services: provides the infrastructure that powers much 
of the Internet, including all of Dropbox, Netflix, Zynga, Evernote, 
Reddit, SmugMug, FourSquare, PhotoBucket, thousands more 

• Microsoft Azure: public, private and government cloud services 

• Google: public, private and government cloud services 

• IBM, Oracle, Box.net, CA, Unisys, 1&1, GoDaddy, dozens more



Benefits of Cloud Computing

• No single point of failure 

• Your data, in sync, on any device, anywhere, anytime 

• Leverage the immense computing power of a cloud from your 
mobile device, desktop or laptop 

• Send/receive, process, monitor, manage your data & services even 
when your device is off or offline



Benefits of iCloud
• 5Gb of free cloud storage for all Apple device owners 

• No sign-up needed; uses same login credentials as iTunes or App 
Store 

• Tightly integrated into the OS and all built-in apps on iOS and Mac 

• Nothing to install/update/manage/fiddle with; “it just works” 

• Simple, automatic storage and sync of nearly all data from all Apple 
apps & services



Some of Apple’s Cloud Services
• Mail 
• Contacts 
• Calendar 
• Reminders 
• Notes 
• Find My Friends 
• Find My Mac 
• iCloud Tabs 
• iCloud Bookmarks 

• iTunes Radio 
• Siri 
• iCloud Backup 
• iCloud Keychain 
• iWork for iCloud 
• iTunes Match 
• Back to My Mac 
• …and more



• Free, public cloud storage; 2Gb free, up to 100Gb paid 

• Free apps for Mac, iOS, Windows, Android 

• Works like a “regular” folder on your hard disk, but with one magical 
property 

• Dropbox support is integrated into dozens of popular apps, using 
Dropbox as the storage-and-sync utility for the app’s data



Benefits of
• 2Gb of free cloud storage 

• Earn up to 14Gb of additional free space by referring friends 

• Works on non-Apple ecosystem devices, if you have any 

• Connects to dozens of third-party apps for data storage & sync 
(1Password, Scanner Pro, etc.) 

• Behaves like a regular folder on your Mac 

• Access your Dropbox via Dropbox apps or at dropbox.com



Demo



It’s Only Metadata!





• Roger Clemens, entertainer 

• Testified to Congress about whether 
he voluntarily squirted a legal, non-
toxic substance into his butt 

• Indicted on federal perjury charges 
related to his testimony 

• Seven-year investigation, five-year 
prosecution, 10-week trial 

• Acquitted on all felony charges



Let’s Recap
• Roger Clemens is an entertainer who throws baseballs while people 

watch 

• Has no criminal record, but is subpoenaed by Congress on 
suspicion of fibbing about his use of a legal substance 

• Is questioned under oath about whether he did or didn’t use this 
legal substance 

• Criminally prosecuted on federal charges for what he said

source: AP, ESPN News





• James Clapper, Director of National 
Intelligence 

• Reports directly to the President 

• He’s the boss of the CIA and the NSA 

• Top intelligence official in the US 

• Takes an oath to “protect and defend 
the Constitution of the United 
States” against all enemies, foreign 
and domestic



Fourth Amendment
The right of the people to be secure in their 
persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be 
violated, and no Warrants shall issue, but upon 
probable cause, supported by Oath or affirmation, 
and particularly describing the place to be 
searched, and the persons or things to be seized.

source: US Bill of Rights



Clapper Before Snowden Leaks
• Clapper testifies under oath at the Senate Intelligence Committee on March 

12, 2013 

• Question by Senator Wyden (D-Ore): “Does the NSA collect any type of 
data at all on millions or hundreds of millions of Americans?” 

• Clapper’s answer under oath: “No, sir.” 

• We now know that was a lie, and Clapper had to know it was a lie.

source: Congressional Record, 
NY Times



Let’s Recap
• Clapper is a cabinet-level official of the US government, sworn to protect 

and defend the Constitution 

• He testified under oath before a US Senate committee in his official capacity 
as Director of National Intelligence 

• He lied under oath when asked a direct question by a US Senator, and we 
now know it is a lie 

• DNI Clapper has not be indicted, prosecuted or tried for his perjury before 
Congress, as was show business personality Roger Clemens

source: Congressional Record, 
NY Times



Thanks to Snowden, We Now Know:

• NSA has been hoovering up “metatdata” on trillions of phone calls, 
Internet connections, Web browsing sessions, the entire address 
books, text messages and emails of US citizens, for years, without 
individualized suspicion and without a court-ordered warrant 

• Clapper defends this unauthorized, unconstitutional, secret and 
unprecedented domestic surveillance program targeting US citizens 
with the claim that “it’s only metadata!”



How Bad Is It?

• The government’s own privacy watchdog, “The Privacy and Civil 
Liberties Oversight Board,” calls the NSA’s “215” program illegal, 
says it has “has gone beyond its statutory authority and needs to be 
modified.” 

• PCLOB says, “For now, it should be discontinued until a legal 
alternative is approved by Congress.”

source: http://www.pclob.gov





How Bad Is It, Part II:

source: http://www.nsa.govNote: This is not a joke



It’s Only Metadata!

• What is metadata?





A photo is data



A photo also 
contains 

metadata — data 
about the data













Metadata can tell you a lot



For example:

• Metadata says you called the number of a telephone sex line 

• …at 2:31am 

• …and spoke for 47 minutes 

• …but they don’t know what you spoke about.



For example:

• Metadata says you called the number of a suicide prevention hotline 

• …from the Golden Gate Bridge 

• …but they don’t know what you spoke about.



For example:
• Metadata says you called the number of an HIV testing service 

• …and spoke for four minutes 

• …and then called your doctor’s office 

• …and spoke for 27 minutes 

• …and then called your health insurance company 

• …and spoke for 81 minutes 

• …but they don’t know what you spoke about.



For example:
• Metadata says you received a call from the local NRA chapter office 

• …while they were having a legislation campaign against new gun 
laws 

• …and then you called the office of your US Representative 

• …and then sent them a Tweet 

• …but they don’t know what you spoke about or what you wrote in 
the Tweet.



It’s Only Metadata: Real-World Example

• German politician Malte Spitz sued to have the giant German 
telecom company Deutsche Telekom hand over six months of his 
phone data 

• The German magazine ZEIT Online combined this geolocation data 
with information relating to his life as a politician, such as Twitter 
feeds, blog entries and websites, all of which is all freely available 
on the Internet.



Using only the DT cell phone 
“metadata,” combined with 
publicly-available information 
from the Internet, ZEIT Online 
reporters with no expert 
surveillance training or 
specialized surveillance tools, 
were able to re-construct a fairly 
detailed picture of Spitz’s week, 
minute-by-minute, as he worked, 
traveled, used the Internet and 
his cell phone, ate, slept and met 
with colleagues.

source: zeit.de











Metadata Collection is 
Surveillance



– An often-heard, but seriously flawed, defense of unchecked government surveillance

“But if you aren’t doing anything wrong,  
you should have nothing to hide!”



“Do you have curtains?”



“Can I look through your credit card 
statements for the past five years?”



“I don’t have anything to hide, but I 
don’t have anything I feel like 

showing you, either.”



Better answers



Privacy isn’t necessarily, and is 
not usually, about hiding a wrong.



Privacy is a basic human right



Surveillance can chill or inhibit basic 
rights such as free speech, free 

association or a free press.



The laws may change. What is legal 
today may be illegal tomorrow.



But the basic premise is that we do 
not have to justify the protections 
that are guaranteed by the Fourth 

Amendment.



It’s Only Metadata!
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