
Cove Apple Club April 9, 2014



Tonight’s Topics

❖ The Heartbleed Bug!

❖ Lock down your Mac!

❖ Notes on iOS and OS X!

❖ Wolfram Alpha



The Heartbleed Bug

❖ “Catastrophically bad” bug discovered last 
week in the central security protocol used 
by millions of Internet servers!

❖ Far worse than the Apple “Goto Fail” 
security bug earlier this year!

❖ Allows an attacker to scoop up large 
chunks of a server’s internal memory from 
what should be an secure, encrypted 
connection



The Heartbleed Bug: What’s Happening

❖ Large Web operators patching their servers 
already!

❖ Many millions of servers need to be 
patched to close the vulnerability!

❖ Could take many years for all affected 
servers to be patched!

❖ Apple, Google, Microsoft appear to be 
unaffected

source: NPR, The Verge,  
Information Week



The Heartbleed Bug: What You Can Do

❖ Follow best practices:!

❖ Use long, strong, unique passwords for 
every site, managed by a trusted 
password manager like 1Password!

❖ Monitor your online accounts regularly 
for any unusual activity!

❖ Do not store credit card info with any 
sites unless required (i.e., Sunpass, 
Netflix)

source: NPR, The Verge,  
Information Week



Can You Hear Me Now?

Our New Dingus



❖ The Virgin Mobile Broadband2Go 
NetGear Mingle 4G LTE Mobile 
Hotspot!

❖ Knocked us back $120 plus $25/month 
with no contract and we own the 
dingus outright!

❖ Gives us a dedicated pipe in and out of 
the Cove for presenters to use at our 
Club meetings!

❖ Up to 8mbps down/2mbps up — we’ll 
see



Sleep Better

Lock Down Your Mac



Lock Down Your Mac

❖ Secure your Mac laptop or desktop to prevent 
data theft and aid in recovery in case of loss or 
theft!

❖ A must for all Mac laptops; a heck of a good idea 
for Mac desktops!

❖ Simple and quick to do — set it up once and then 
sleep better every night



Possible Attack Vectors

❖ If a bad guy gets physical access to your Mac, 
they could:!

❖ Boot it up!

❖ Exfiltrate your data!

❖ Erase your data!

❖ Wipe your machine and re-sell it as used



Apple Has Thought of All of This
❖ Your Mac’s hardware and OS have 

many layers of security built-in, but 
most of them are turned off by 
default!

❖ They include:!

❖ Boot-up password: first level data 
security!

❖ FileVault: baked-in whole-disk 
encryption!

❖ Firmware password: prevents a 
bad guy from using the OS X 
Recovery Partition to gain access!

❖ Time Machine: continuous file 
backup to external HD!

❖ Find My Mac: theft recovery 
telemetry via iCloud



Now You Have No Excuse: You’ve Been Told

Demo: The No-Brainers



Your Homework Assignment for Tonight:

Handout: The Extra Steps



You’ll want to write this down…

Notes app



Notes App

❖ Neat little utility app on OS X and iOS!

❖ All notes sync through iCloud!

❖ Also available at iCloud.com!

❖ Handier than you might think!



Demo



It figures…

Wolfram Alpha



Stephen Wolfram
❖ b. London, 1959; attended Eton, Oxford and CalTech; first 

published paper at age 15; Ph.D. from CalTech at 20.!

❖ Early scientific work was in high-energy physics, 
quantum field theory, and cosmology, included several 
breakthrough results.!

❖ Youngest-ever recipient of the MacArthur Fellowship 
“Genius” award, at 22.!

❖ Migrated to computer science in early 1980’s; released 
Mathematica software in 1988.!

❖ Authored a huge and controversial 1,200-page book in 
2002, A New Kind of Science. 



Wolfram Alpha

❖ “A compute engine for structured 
knowledge.”!

❖ Vast, continuously-update database of facts 
& information in over 1,000 domains of 
knowledge.!

❖ Not a search engine, but a natural-language 
answer engine for nearly anything that is 
computable.!

❖ Powers many of the features of Apple’s 
Siri.



Wolfram Alpha

❖ Free for personal use at wolframalpha.com!

❖ $2.99 app for iPhone/iPad in the App Store!

❖ Pro version $6.99/month, unlocks some 
advanced features. !

❖ Details at wolframalpha.com/pro



It figures…

Demo



Your Clicks Pay for This Club
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