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Tonight’s Topics

• 1Password individual subscriptions 

• Securing Wi-Fi connections 

• Private Browsing in Safari 

• GBoard



1Password individual subscription
• AgileBits now offering both “Family” and “Individual” 

subscription accounts for 1P, as well as traditional 
purchased license versions 

• First six months free with sign-up through September 21 

• $2.99/month individual sub: 

• License to use app on all owned devices 

• Auto-sync across devices; Web access to 1Password 
data; item history; new MFA security model 

• Details at 1Password.com

http://1Password.com


Securing Wi-Fi 
Connections



Wi-Fi Security

• How much of your internet use is done over Wi-Fi? 

• 25%? 

• 50%? 

• 100%?



Wi-Fi Security

• How much of your internet use do you want to be private? 

• 100%!



Two Aspects of Wi-Fi Security
• Use an encrypted connection at 

home, and whenever available 
outside the home

• Only visit secure websites 
& use secure login pages



Encrypted Wi-Fi

Home Wi-Fi Router
Your Wi-Fi Devices

Radio signal is 
encrypted with a key 

only you know



Securing Your Home Wi-Fi
• All routers made since 2007 default 

to secure Wi-Fi protocol during the 
set-up wizard 

• WPA2 is the newest & best security 
protocol for home & business use 

• DO NOT use a router that doesn’t 
support it, or only supports the 
much older, weaker and susceptible 
WEP protocol



WPA2 Wi-Fi Security

• Wireless Protected Access - version 2 

• Required on all Wi-Fi devices bearing the Wi-Fi trademark after 
March 18, 2006 

• WPA2 uses the Advanced Encryption Standard, and encrypts each 
packet with a new encryption key



Best Practices for Home
• Use WPA2 for all Wi-Fi connections 

• Choose a long (12-20 character) unique password or passphrase as 
the Wi-Fi password and DO NOT write it down on the router! 

• Choose a unique name for your SSID/Network — do not keep the 
default network name 

• Check and update the router firmware regularly, and/or turn on 
automatic firmware updates



Using Public Wi-Fi

• In many public places, 
unsecured Wi-Fi is the only 
choice 

• What to do?



Secure Browsing on Insecure Wi-Fi
• Use only sites that offer encrypted pages 

• Most big sites encrypt all traffic by default 
(Google, Facebook, Twitter, DuckDuckGo, 
banking, finance, government, etc.) 

• Use a password manager to navigate to and 
login to any site requiring a login 

• 1Password



PassPoint

• Automatic secure login to popular 
Wi-Fi networks 

• AT&T, Boingo, T-Mobile 

• Not Bright House yet☹



Demo



Private Browsing 
in Safari



Private Browsing 
in Safari

• Enabled with a tap on iPhone/iPad, 
or from the New Window (Cmd-
Shift-N) key on Mac 

• Opens a new Private Browsing 
window



Private 
Browsing



When To Use Private Browsing
• When clicking on or checking out unknown links or websites 

• When submitting a sign-up form to a site you’re not sure you will 
return to 

• When using unsecured Wi-Fi in a public place 

• Whenever you don’t want your web surfing tracked or monitored — 
for whatever reason or no reason at all. Remember, privacy is a 
basic human right.



Demo



Support the Cove Apple Club









Since We Met Last



2016 YTD



GBoard



GBoard
• Accessory keyboard 

app for iPhone / iPad 

• Adds Google search 
functionality and GIF / 
Emoji functionality to all 
text input fields in iOS 

• Free



What does Mike always say 
about things that are “Free?”

• If you’re not paying for it, then you’re not the customer. You’re the thing 
that’s being sold. 

• And where does Google get 90% + of their revenue? 

• Advertising



So what about 
privacy with GBoard?

• Google says they are not sending 
anything other than search queries off 
of your device 

• Independent security researchers 
have not raised any concerns about 
GBoard



Demo!



Our Next Meeting


