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Tonight’s Topics

• WWDC Watch Party 

• WannaCry Worm: A Cautionary Tale 

• Using Email Aliases for Fun & Profit





Parrrr-Tayyyyy Time!
• Apple will livestream the Keynote presentation 

from this year’s Worldwide Developer’s 
Conference (WWDC), starting at 1pm on 
Monday, June 5 

• Most likely no new iPhone hardware, but 
possibly new Mac Pro, iMacs? 

• Let’s watch! And drink, eat and schmooze! 

• We order a few pizzas — you all supply the 
rest! 

• PLEASE RSVP if you plan to attend! Email 
info@coveappleclub.com before June 3!

mailto:info@coveappleclub.com


If You Can’t Join Us
• Watch the Keynote on the 

Apple Events app on Apple 
TV — live or on-demand 

• Watch at apple.com on your 
Mac, iPhone or iPad 

• Download from iTunes in 
Apple Keynotes in Podcasts 
section

http://apple.com


WannaCry Worm & Ransomware



WannaCry Worm & Ransomware
• Worldwide outbreak of a very 

virulent “ransomware” worm on 
Windows PCs (Windows XP & Vista 
onward) - Windows 10 not affected 

• Spread via internet & office LANs 
via a vulnerability in the Windows 
“Server Message Block” protocol 

• Demands $300 in Bitcoin (about 
0.125Ƀ) or files will be deleted

source: TroyHunt.com, 
ArsTechnica, Hacker News

http://TroyHunt.com


Unique WannaCry “Features”

• “Sense of urgency” to pay or files will be 
deleted permanently 

• “Free trial” decrypts a small sample of 
files to prove the decrypt is possible and 
under hacker’s control 

• “Free tier” for people unable to pay — not 
known how this would work

source: TroyHunt.com, 
ArsTechnica, Hacker News

http://TroyHunt.com


How It Spread
• Windows machines that had not applied the 

critical “MS-17-0010” security patch, issued 
on March 14, 2017 

• Started in Russia, quickly spread through 
Ukraine, India, Taiwan 

• Over 95% of cases outside of North America 

• ~ 250,000 machines known to be 
compromised, 98% running Win 7

source: TroyHunt.com, 
ArsTechnica, Hacker News

http://TroyHunt.com


How It Died
• A malware researcher discovered a remote “kill 

switch” in the WannaCry code 

• He registered the command-and-control 
domain monitored by the kill switch, and within 
10 minutes, further propagation was stopped 

• This “kill switch” was a uncharacteristic error in 
the design of WannaCry, and was a lucky break 
for the world that the researcher found it

source: malwaretech.com

http://malwaretech.com


WannaCry Origins
• Security researchers are unanimous in noting that 

WannaCry used a collection of exploits developed by 
the NSA and leaked in August, 2016 and more in 
mid-April, 2017 by Shadow Brokers, from NSA team 
known as “Equation Group” 

• Exploits in WannaCry included “EternalBlue,” 
“DoublePulsar,” and variant “EternalRocks,” all 
developed with your taxpayer dollars by NSA and 
leaked to the world — twice



• FBI demanded that Apple create a new version of 
iOS designed to allow the government to hack into 
the phone 

• After working with the FBI for weeks on all possible 
technical means to access the iPhone data, Apple 
refused the FBI order, and the case went to court 

• The court sided with Apple, but the DOJ pressed 
on, and the case looked like it was headed to the 
Supremes



source: ED No. CM 16-10 (SP), IN THE MATTER OF THE 
SEARCH OF AN APPLE IPHONE SEIZED DURING THE 

EXECUTION OF A SEARCH WARRANT ON A BLACK LEXUS 
IS300, CALIFORNIA LICENSE PLATE 35KGD203



What does the NSA spend $60-billion a year on 
if they can’t crack open an iPhone?

Richard Clarke, former Special Advisor to the President 
on Cybersecurity in the George H.W. Bush 

administration, speaking to host David Green on NPR’s 
Morning Edition, on Tuesday, March 15, 2016.



…and then:

source: TechCrunch, 
March 20, 2016



source: 
Washington Post, 8/16/16 

EnGadget, 4/14/17



source: 
Ars Technica, 8/22/16



source: 
BBC News, 8/21/16



source: 
Vice Motherboard, 8/17/16 

Ars Technica, 8/22/16



source: 
MacRumors.com, 8/22/16



– Apple, in March, 2016

“If we’re forced to create a backdoor into the iPhone for the 
government, it will be used for bad things.” 



– The FBI, in March, 2016

“Nonsense! 

We’ll only use it once, on this one phone, this one time, and never 
ever again, ever! 

And no one else will ever get hold of it! We promise!”



– The Russians, probably.

“We just published the NSA’s hacking tools on the internet.”



apple.com/customer-letter

http://apple.com/customer-letter




– Edward Snowden

“If I am a traitor, then who did I betray? 

I gave all my information to the American public, 
to American journalists who are reporting on 
American issues. 

If they see that as treason, I think people really 
need to consider who they think they’re working 
for. 

The public is supposed to be their boss, not their 
enemy.” 



WannaCry: Lessons



WannaCry Lessons
✓ Don’t use Windows

✓ Enable automatic OS updates 

✓ Anti-virus software did not protect against this kind of attack

✓ Have a robust backup strategy, and test your backups 2x/year 

✓ Don’t open suspicious email attachments or any attachment from unknown senders 

✓ Don’t click ads on dodgy websites 

✓ Get off of your “free” email provider: Gmail, Yahoo!, AOL, RoadRunner, CenturyLink, 
Hotmail, MSN, Verizon, etc.



System Preferences ➔  
App Store



Enable Time Machine!



Enable Time 
Machine!

You have 
no excuse!



Using Email Aliases 
for Fun & Profit!



Using Email Aliases for Fun & Profit!

• Everybody has (at least) one email address, right? 

• But sometimes, you want another one: 

• Special projects 

• Hobbies 

• Junk mail



Email Alias



What is an Email Alias?

• An email alias is a real email address that re-directs into your main 
mailbox 

• Aliases can always receive incoming mail; some can also be set up 
to send from the alias address



pickleball@me.com

Email alias:

mikesullivan@me.com

Incoming message Received at:

mailto:pickleball@me.com
mailto:pickleball@me.com


pickleball@me.com

Email alias:

mikesullivan@me.com

Incoming message Received at:

Can reply from:
pickleball@me.com

mailto:pickleball@me.com
mailto:pickleball@me.com
mailto:pickleball@me.com


iCloud Email Aliases
• Apple’s iCloud email service provides up to 3 email aliases in your 

account 

• Aliases are created, managed and deleted in the iCloud Mail web 
app at iCloud.com, and not from the Mail app on Mac 

• They never expire, but once deleted, cannot be re-used 

• You can disable an alias without deleting it, making it inactive

• They’re free

http://iCloud.com


Demo!



Support the Cove Apple Club









2017 YTD





Prime Day is Coming!

• Christmas in July for Amazon Prime 
members! 

• Last year’s Prime Day was July 12 
— and it was a monster 

• Remember, you can join Prime and 
pay month-to-month for just $8.99, 
and cancel any time





Six-month free trial of digital access to The 
Washington Post with Prime annual 

subscription.

Jeff Bezos, CEO & Founder of Amazon, owns the Washington Post.



Last Year’s Prime Day Was Immense
• 43,000,000 orders across 21 

countries — about 40 orders PER 
SECOND 

• 90,000 HDTVs purchased 

• New deals launching every 5 
minutes 

• “Several million” Fire Tablets and 
Fire Sticks sold 

• One Alexa-only voice order per 
second 

• Estimated $3-billion in business in 
one day



But, not every Prime Day deal is 
a good deal!



Bum wad

• 12 “big” rolls of Cottonelle Ultra TP 

• Order through Alexa only 

• $5.00 each! 

• SHIPPED!



Bum deal
• Everyday price at Dollar General for 

the same exact item: $4.95 

• In-stock for immediate pickup 3 
miles away 

• Order 7 cases / $30 or more and 
use “FREESHIPJULY” promo code 
for free shipping 

• You save $0.35 vs. Amazon Prime 
— no membership needed!



Our Next Meeting



June Meetings?

Mike’s in 

Spain!



Meeting & Happy Hour!



Meeting & Happy Hour!

• Happy Hour from 6-7pm 

• Cove Apple Club provides a starter 
selection of cheap canned beer, 
and a few snacks 

• PLEASE bring a SMALL item to 
share, and something better to 
drink!



July Meetings?

Mike’s at  

the Juggling 

Convention!



See you at 
Cheeks!


