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Tonight’s Topics

• Whoooohoooo! Prime Day!


• Finder Prefs in macOS: Finder is your friend!


• SCOTUS on Cell Phone Location Data





Prime Day is Coming!
• Christmas in July for Amazon Prime 

members! 

• Last year’s Prime Day was July 11 — 
and it was a monster 

• Possible Prime Day this year: July 9 

• Remember, you can join Prime and pay 
month-to-month for just $12.99, and 
cancel any time 

• Annual Prime membership is $119/year, 
includes everyone in your household





Six-month free trial of digital access to The 
Washington Post with Prime annual 

subscription.

Jeff Bezos, CEO & Founder of Amazon, owns the Washington Post.



Prime Day 2017 Was Immense
• 114,000,000 orders across 13 

countries and 29 hours — about 220 
orders PER SECOND; up 60% vs. 
2016 

• 221,000 HDTVs purchased 

• New deals launching every 5 minutes 

• “Several million” Fire Tablets and 
Fire TV Sticks sold 

• “Millions” of Alexa devices sold; up 
7x vs. 2016 

• Six Alexa voice orders per second, a 
6x increase from 2016 

• Estimated $5-billion in business in 
one day
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Since our last meeting



2018 YTD



Our Constitutional Civil Rights 
in The Digital Age



June, 2014:
Riley v. California



Riley v. California
• Can police search a cell phone seized from a suspect 

incident to an arrest? 

• Our government argued that police should be able to 
search any physical object in our possession incident 
to an arrest, including the contents of our cell phones 

• Civil liberties advocates argued that the Fourth 
Amendment prohibits those searches under the 
“papers and effects” clause.



Plaintiff David Leon Riley
• Stopped by police for expired registration tags 

• Officers determined Riley’s license had been suspended 

• Under California law, Riley’s car was impounded on the spot 

• Car was searched, police found two handguns 

• Riley placed under arrest 

• After arrest, Riley was searched & his cellphone seized 

• Hours later, at the PD with Riley in custody, detectives found evidence on 
the phone that tied him to felonies



Riley’s Objections (in part)
• Evidence obtained from cell phone data should be suppressed, as it was 

conducted without a warrant in violation of his rights guaranteed by the Fourth 
Amendment 

• The warrantless search of his phone was not necessary to serve any legitimate 
government interest 

• Specifically, the device did not threaten officer safety, and searching it after it had 
already been seized was not necessary to prevent the destruction of evidence 

• Both of those exceptions to warrant requirements were already decided by the 
Court in the Chimel case (Chimel v. California, 395 U.S. 752 (1969) and United 
States v. Robinson, 414 U.S. 218 (1973))



What The Government Wanted
• Warrantless searches of cellphone contents if it’s reasonable to 

believe it holds evidence relevant to a crime 

• …or if not that, “Search only the areas of the phone that could have 
information about the crime, who the suspect was, or officer safety.” 

• …and if not that, then, “Use the phone’s data to obtain relevant data 
that could also be obtained by other means.” 

• …or, “at least be able to search the call logs.”



Fourth Amendment
“The right of the people to be secure in their persons, 
houses, papers, and effects, against unreasonable 
searches and seizures, shall not be violated, and no 
Warrants shall issue, but upon probable cause, 
supported by Oath or affirmation, and particularly 
describing the place to be searched, and the 
persons or things to be seized.”

source: US Bill of Rights



How Would You Have 
Decided This Case?



This Decision Was  
Not A Slam-Dunk



That Same Court Decided That

This is a person

source: Citizens United v. FEC; 
08-205, Decided January 21, 2010



This Same Court Decided That

This is a person

source: Burwell vs. Hobby Lobby; 
13-354, Decided June 30, 2014



This Same Court Decided That

????

source: Burwell vs. Hobby Lobby; 
13-354, Decided June 30, 2014



But They Got This One Right

• Unanimous 9-0 decision in favor of Riley 

• Reversed the California Court of Appeals decision 

• Affirmed the citizens’ right to privacy in their digital 
“papers, and effects”



"Modern cell phones are not just another 
technological convenience. With all they contain and 

all they may reveal, they hold for many Americans 
“the privacies of life.” The fact that technology now 
allows an individual to carry such information in his 
hand does not make the information any less worthy 

of the protection for which the Founders fought.”
— Opinion of the Court, 

Riley v. California 
(573 US 13-132 (2014)) 

United States Supreme Court 
June 26, 2014



“Our answer to the question of 
what police must do before 

searching a cell phone seized 
incident to an arrest is accordingly 

simple—get a warrant.”
— Opinion of the Court, 

Riley v. California 
(573 US 13-132 (2014)) 

United States Supreme Court 
June 26, 2014









Download the exclusive 
Cove Apple Club 
Riley Lock Screen Image  
from the Archives section 
@ coveappleclubarchives.com
— look in the 2014 archives



This Week’s 
SCOTUS Decision

Carpenter vs. United 
States of America, 16-402



Carpenter vs. US
• Plaintiff Timothy Carpenter, sentenced to 116 

years in prison for a series of armed robberies in 
Michigan and Ohio


• Government presented cell phone location 
evidence at trial that placed him at the scene of 
many of those robberies


• Carpenter argued that such evidence should not 
be admitted because police did not obtain a 
warrant for the data, violating his 4th 
Amendment rights against unreasonable search 
without a warrant



Carpenter vs. US
• Government argued that no warrant was required 

because the data was held by a third party (his cell 
carrier)


• Cited the long-established “third-party doctrine,” 
the idea that the Fourth Amendment does not 
protect records or information that someone 
voluntarily shares with someone or something else


• They further argued that he had no reasonable 
expectation of privacy of those records, since he 
voluntarily agreed to the data being collected by 
virtue of subscribing to the cell service



Cell tower Cell sectors

source: CTIA

How Cell 
Phones Work

Cell Sizes 
0.25 ➔ 5 Miles

• Your phone searches for and locks into a 
signal from a giant antenna on a cell site


• Using triangulation and lots of mind-
blowing physics, your phone and the cell 
site both track your location, and the cell 
site “hands off” your signal to adjacent 
sites as you move around


• Your cell carrier has to keep track of your 
location, and uses your movement data 
to monitor and improve their network



Carpenter’s Argument
• Tracking of cell phone location data is not optional for cell phone users; without it, the 

system would not work at all.


• In a free society, people would not expect the government to track their every 
movement over long periods of time, but that is exactly what the cell-site location 
records do, and was what the government used to convict him in this case.


• Because people carry their phones virtually everywhere with them, cell site location 
records provide the government with “near perfect surveillance, as if it had attached 
an ankle monitor to the phone’s user” – not only going forward but also going back up 
to five years. 


• Doing so without a warrant is an impermissible violation of 4th Amendment 
protections.



SCOTUS Ruling
• Reverses the lower-court’s decision that Carpenter had no 

reasonable expectation of privacy for this location data;


• Remands the case to lower courts for further proceedings 
consistent with this ruling.


• Decision was 5-4 to reverse and remand; Roberts delivered 
the opinion of the Court, with Ginsburg, Breyer, Sotomayor, 
and Kagan joining the majority. 


• Opinion & the dissents are 119 pages of highly-
recommended reading.


• https://www.supremecourt.gov/opinions

https://www.supremecourt.gov/opinions


Highlights from the Opinion



The Upshot
• Government can still use subpoenas to acquire CSLI as evidence 

in almost all cases


• Government can access continuous, live CSLI in urgent situations: 
“bomb threats, active shootings, and child abductions.”


• Officials do not have “unrestricted access to a wireless carrier’s 
database” of CSLI.


• We have an expectation of privacy as to our whereabouts and it is 
protected by existing precedent and Fourth Amendment 
protections, now affirmed in Carpenter 

• Unlike the unanimous 9-0 decision in Riley, this was a 5-4 vote 
to reverse and remand.



Long-Range Planner

Yes!

Nope!

• No meeting 
July 11



See you at 
Cheeks!


